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Abstract

Continuous variable quantum key distribution bears the promise of simple quantum
key distribution directly compatible with commercial off the shelf equipment.
However, for a long time its performance was hindered by the absence of good
classical postprocessing capable of distilling secret-keys in the noisy regime.
Advanced coding solutions in the past years have partially addressed this problem
enabling record transmission distances of up to 165 km, and 206 km over ultra-low
loss fiber. In this paper, we show that a very simple coding solution with a single code
is sufficient to extract keys at all noise levels. This solution has performance
competitive with prior results for all levels of noise, and we show that non-zero keys
can be distilled up to a record distance of 192 km assuming the standard loss of a
single-mode optical fiber, and 240 km over ultra-low loss fibers. Low-rate codes are
constructed using multiplicatively repeated non-binary low-density parity-check
codes over a finite field of characteristic two. This construction only makes use of a
(2, k)-regular non-binary low-density parity-check code as mother code, such that
code design is in fact not required, thus trivializing the code construction procedure.
The construction is also inherently rate-adaptive thereby allowing to easily create
codes of any rate. Rate-adaptive codes are of special interest for the efficient
reconciliation of errors over time or arbitrary varying channels, as is the case with
quantum key distribution. In short, these codes are highly efficient when reconciling
errors over a very noisy communication channel, and perform well even for short
block-length codes. Finally, the proposed solution is known to be easily amenable to
hardware implementations, thus addressing also the requirements for practical
reconciliation in continuous variable quantum key distribution.

Keywords: Continuous variable quantum key distribution; Quantum Key
Distribution; Information reconciliation; Low-rate coding; Non-binary low-density
parity-check codes

1 Introduction
Quantum key distribution (QKD) [1] allows two distant parties, typically named Al-

ice and Bob, communicating through a quantum channel to exchange an information-

© The Author(s) 2025. Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which
permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit
to the original author(s) and the source, provide a link to the Creative Commons licence, and indicate if changes were made. The
images or other third party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise
in a credit line to the material. If material is not included in the article’s Creative Commons licence and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain permission directly from the copyright
holder. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.


https://doi.org/10.1140/epjqt/s40507-025-00376-9
https://crossmark.crossref.org/dialog/?doi=10.1140/epjqt/s40507-025-00376-9&domain=pdf
mailto:david.elkouss@oist.jp
http://creativecommons.org/licenses/by/4.0/

Martinez-Mateo and Elkouss EPJ Quantum Technology (2025) 12:71 Page 2 of 23

theoretically secure key. As usual in quantum communications, quantum states carry-
ing information are encoded into photons and transmitted via fiber optics between the
parties. However, due to imperfections when preparing and measuring the transmitted
quantum states, and also due to noise in the quantum channel, there may be disparities
(errors) in the exchanged raw keys—that must be assumed to be caused by any hypothet-
ical eavesdropper. In consequence, once the raw key exchange or key generation process
is concluded, a key distillation process has to be performed to convert their correlated but
noisy raw keys into a shared, error free, secret key. Then, some information from the raw
keys needs first to be disclosed during an information reconciliation (error correction)
procedure [2], carried out over a public noiseless and authenticated channel, to produce
a common string, that is, an identical key on both sides. Subsequently, some information
needs to be removed in a privacy amplification procedure [3] to produce a shorter, but
secret, key. Therefore, to maximize the secret key rate and to achieve greater distances
between the parties, highly efficient information reconciliation methods are necessary in
every experimental realization of QKD.

Discrete-variable (DV) QKD makes use of discrete modulation of quantum states, and
generates correlated discrete variables at Alice’s and Bob’s sides. In a typical DV-QKD
protocol, such as the well-known BB84 proposed by Bennett and Brassard in 1984 [4],
each quantum state encodes a single bit, so that the exchanged raw keys are correlated
bit strings. In such a context, standard binary linear codes, that have been demonstrated
to be highly efficient, can be used for reconciling errors in the exchanged keys. Several
examples of efficient information reconciliation methods have been proposed using, for
instance, low-density parity-check codes [5-8] and polar codes [9]. Other reconciliation
methods, such as Cascade and its modified versions [10, 11], have also been demonstrated
to be highly efficient despite not using conventional decoding techniques.

In continuous-variable (CV) QKD the situation is significantly different. CV-QKD
makes use of continuous modulation of quantum states, and generates correlated Gaus-
sian variables at Alice’s and Bob’s sides. Contrary to what happens in DV-QKD, these de-
vices typically operate in the regime of low signal-to-noise ratio (SNR), that is, the in-
formation is transmitted over a very noisy communication channel. Moreover, the rec-
onciliation efficiency of correlated Gaussian variables is decisive when determining the
achievable secret key rate, thus limiting the maximum attainable distance between the par-
ties. Unfortunately, correcting errors with low-rate codes is relatively complicated, since
the efficiency of common decoding techniques drops in the low SNR regime and also the
decoding complexity is significantly increased. For CV-QKD with Gaussian modulation
several approaches have been explored to improve the reconciliation efficiency of corre-
lated Gaussian variables. Originally, a slice reconciliation scheme was proposed in [12].
This scheme divides a continuous function into slices that are reconciled independently
using codes of different rates, being thus compatible with existing standard binary low-
density parity-check and polar codes. Later, another approach called multidimensional
reconciliation was proposed in [13], with the idea of reducing the problem of reconciling
correlated Gaussian variables to the well-known channel coding problem over the additive
white Gaussian noise (AWGN) channel. In this approach, the physical Gaussian channel
is transformed into a channel close to the binary-input AWGN channel. Numerous al-
ternatives have been proposed for information reconciliation in CV-QKD, most of them
based on low-density parity-check codes (considering both schemes, slice and multidi-
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mensional reconciliation). Multi-edge type low-density parity-check codes are probably
the most widely used method for reconciling errors in the low SNR regime [14—19], some-
times also considering rate-adaptive techniques for highly efficient decoding [20-22], or
quasi-cyclic codes for layered and fast decoding [23]. Additionally, it can also be found pro-
posals that use other codes, such as repeat-accumulate codes [24], raptor codes [25, 26],
or polar codes [9, 27] among others.

Traditional DV-QKD and CV-QKD protocols were severely limited in distance because
the transmittance of the quantum channel decreases exponentially with distance. How-
ever, recent advances, both theoretical and experimental, have made it possible to extend
this distance to a few hundred kilometers. A recent discrete-variable proposal called twin-
field QKD (TF-QKD) allows one to extend this distance by changing the fundamental scal-
ing of the rate [28] with state-of-the-art demonstrations reaching up to approximately one
thousand kilometers [29-31].

In this contribution, we discuss a family of low-rate codes that efficiently correct errors
on the binary-input AWGN channel, even at low and ultra low SNR regime. These codes
are constructed from (2, k)-regular non-binary low-density parity-check codes, and their
construction is quite simple since no code design is required. These low-rate codes are
of particular interest for CV-QKD given that their decoding is highly efficient and their
construction is also inherently rate-adaptive, that is, they remain efficient even when the
channel varies or the channel noise is different. Furthermore, the proposed codes and their
decoding are suitable for hardware implementations as demonstrated in [32].

The remainder of this paper is organized as follows. In Sect. 2 we review the background
of binary and non-binary low-density parity-check codes and their interest for correcting
or reconciling errors in QKD. Then, we describe the proposed low-rate code construction
and the corresponding efficient decoding algorithm. We validate the construction with
comprehensive numerical simulations in Sect. 3. Finally, we present our conclusions in
Sect. 4.

2 Background

2.1 Information reconciliation with non-binary low-density parity-check codes
Low-density parity-check (LDPC) codes were introduced by Gallager in the early 1960s
[33], but remained largely unexplored until the late 90s, when MacKay and Neal revisited
these codes and explored their potential [34, 35]. It soon turned out that their performance
over binary input memoryless channels was very close to channel capacity [36], that is,
they have good thresholds. Furthermore, the sparsity of LDPC matrices allows high per-
formance and low complexity decoding using iterative message-passing algorithms based
on belief propagation (such as the sum-product algorithm). Other decoding algorithms
and techniques (for instance, normalized and offset min-sum algorithms, or serial and par-
allel schedule) also exhibit a good trade-off between performance and complexity, making
them suitable for hardware implementations. Consequently, LDPC codes were regarded
as one of the most promising coding techniques.

Non-binary LDPC codes were also considered by Gallager in his seminal work [33].
Davey and MacKay later found that these codes can outperform binary LDPC codes [37].
However, this improvement was achieved at the expense of increased decoding complex-
ity. Several low-complexity algorithms were then proposed [32, 38, 39] for decoding non-
binary LDPC codes over finite (Galois) fields of order g, in the following denoted by GF(g),
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where ¢ is a power of prime g = p™, g > 2 with p prime and positive integer m > 1. There-
after, these codes have attracted much attention thanks to their good performance.

As linear codes, binary and non-binary LDPC codes can be represented by a Tanner or
bipartite graph, that is, a graphical depiction of a parity-check matrix H. Nodes in a Tan-
ner graph are divided between symbol (or variable) nodes and check (or constraint) nodes.
Each check node corresponds to a parity-check constraint (that is, an implicit equation of
a linear code, a row in H), and thus it is connected by edges to those variables (symbols
nodes) involved in the equation. This representation is useful for both decoding and code
construction. On the construction of these codes, it is well known that good binary LDPC
codes are designed allowing symbols to participate in different checks in an irregular fash-
ion [40]. Therefore, each symbol node connects to a number of check nodes, and we refer
to this as symbol node degree. Such codes are referred to as irregular LDPC codes, and
good code ensembles are designed by optimizing symbol and check node degree distri-
butions on Tanner graphs [36, 41]. However, while irregular Tanner graphs help improve
the performance of binary LDPC codes, this is not the case for non-binary LDPC codes,
where (2, k)-regular non-binary LDPC codes over GF(g) are empirically known to be the
best performing codes [42]. This is another significant advantage of non-binary LDPC
codes.

Based on both binary and non-binary LDPC codes efficient methods have been pro-
posed for information reconciliation in DV-QKD, all of them in the high-rate regime (that
is, for code rates greater than one half). Notable examples are, for instance, highly effi-
cient reconciliation methods using rate-adaptive binary [5] and non-binary LDPC codes
[43, 44], blind (or interactive) reconciliation using also rate-adaptive but short block-
length LDPC codes [6, 45, 46], and high-throughput reconciliation with layered decod-
ing and quasi-cyclic LDPC codes [7]. These methods can also be used for information
reconciliation in CV-QKD with slice reconciliation.

Binary and non-binary LDPC codes have been empirically shown to have good perfor-
mance for high-rate codes. However, when transmitting information over a very noisy
communication channel, that is, for low-rate coding, their performance degrades rapidly
[47]. Multi-edge type LDPC codes were originally proposed by Richardson and Urbanke
to design high-rate codes with low error floors and low-rate codes with high performance
[48]. These codes are an extension of standard binary LDPC codes where in the Tanner
graph only one type of edges is considered. In multi-edge type LDPC codes, there are dif-
ferent edge types such that a node is no longer characterized by a single degree but by
a vector degree. Unfortunately, a major shortcoming of low-rate multi-edge type LDPC
codes is the large number of check node computations which significantly increases their
decoding complexity.

Efficient reconciliation methods based on multi-edge type LDPC codes have been pro-
posed for information reconciliation in CV-QKD [14-17, 19-21, 23, 49]. However, most of
these proposals consider very large block-length codes of approximately 10° bits, or even
larger, which make hardware implementations unrealistic. Therefore, these approaches
neither allow for efficient decoding using short or intermediate block-length codes, nor
can be efficiently implemented. Their decoding complexity can only be reduced by limit-
ing the maximum check node degree that may lead to suboptimal codes [50].

However, we consider that the potential of non-binary LDPC codes has not been ex-
plored enough in the context of CV-QKD, that is, for reconciling continuous correlated
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Figure 1 Example of ;. A (2, 3)-regular linear (mother) code is TN+1 ToN
concatenated with an inner multiplicative repetition code of length 2,
resulting in a code of rate 1/6

variables.! The purpose of this work is to study the possibility of adapting non-binary
LDPC codes to efficiently operate in the low SNR regime. To this end, we carried out a
comprehensive analysis of the multiplicatively repeated non-binary LDPC codes proposed
in [52], and in this paper we show their interest for low-rate coding and their application
in CV-QKD postprocessing. In the following, we first describe these codes in Sect. 2.2,

and then a modified decoding algorithm for reconciling errors is given in Sect. 2.3.

2.2 Multiplicatively repeated non-binary LDPC codes
Kasai and Declerq proposed in [52] the concatenation of non-binary LDPC codes with
multiplicative repetition inner codes. According to their proposal, a (2, k)-regular non-
binary LDPC code over a finite field of order 2? is multiplicatively repeated to construct
non-binary LDPC codes of lower rates. Surprisingly, as we show below, such simple low-
rate non-binary LDPC code construction using high order fields outperforms other low-
rate codes so far, particularly when considering short and intermediate block-length codes.
Let C; be a (2, 3)-regular non-binary LDPC code over GF(2”) of length N symbols, or
equivalently Np bits,? and rate 1/3. In the following, we refer to this code as mother code.
From this mother code we construct a code C, in the following way. We choose N coef-
ficients ryy41,...,ron uniformly at random from the finite set GF(27) \ {0}, then for each

codeword in C; we define a codeword in C, as follows:

Co = {(x1,%2,.. ., %on) : (X1,...,xn) € Cy,y

XNan = INenkn forn=1,...,N}.

We say that the symbol xy., (With xn., = rninx,) is @ multiplicative repetition symbol
of x,,, for n=1,...,N. Therefore, we construct C, by multiplicatively repeating each sym-
bol node of the mother code C;. Note also that, for each multiplicative repetition sym-
bol we have an additional parity-check constraint, that is, it holds xy., + rnyux, = O for
n=1,...,N. Hence, in other words, we construct the code C, by connecting each symbol
node x,, of C; to a new check node (the additional parity-check constraint), which is also
connected to a second symbol node xy,, (the multiplicative repetition symbol of x,,). Fig-
ure 1 depicts an example of C,. As shown, each symbol node of degree one in the figure
represents a multiplicative repetition symbol xy,, of x,, for n =1,...,N, and each check

node of degree two represents a new parity-check constraint.

IExcept for the case of the correlated bivariate normal distribution [51].

2For convenience and faster decoding [38], we only consider finite fields of characteristic two, that is, binary finite fields of
order 2°. The elements of the finite field are binary polynomials of degree less than or equal to p - 1, that is, polynomials
whose coeflicients are either O or 1. Operations in the finite field (that is, addition and multiplication, and their inverse
operations, subtraction and division, respectively) can then be efficiently implemented.
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Figure 2 Example of C3. A (2,3)-regular linear code TN+1 T2N+1 TN
is concatenated with an inner multiplicative
repetition code of length 3. The code rate is 1/9

Clearly, the constructed code C, has the same number of codewords as the mother
code Cj, however the codewords of C, are twice as long as the codewords of C;, that
is, the code length of C, is 2N symbols, thus resulting in a lower code rate of 1/6.

Next, from C, we construct another code Cs in a similar way. We choose again N co-
efficients ran41,. .., sy uniformly at random from the finite set GF(2”) \ {0}, and then we

construct C; from C, by multiplicatively repeating each symbol of C; as follows:

Cs = {(®1,%2, ..., %3n) : (X1, ., X0n) € Cy,

XoNsn = Fonankn forn=1,...,N}.

Cj5 has the same number of codewords as C; and Cj, but the codeword length is now of
3N symbols. Thus, the code rate of Cs is 1/9. Figure 2 depicts an example of Cs. Again,
symbol nodes of degree one correspond to multiplicative repetition symbols, whereas
check nodes of degree two correspond to parity-check constraints induced by each mul-
tiplicative repetition symbol.

Subsequent lower rate codes are constructed recursively, as we have shown above for C,
and Cs. A code Cr, with T > 2, is defined recursively as follows. We choose N coefficients
r(r-1)N+1- - -, i uniformly at random from GF(2?) \ {0}, then we construct Cy from Cr_;
by multiplicatively repeating each symbol of C; as follows:

Cr= {(xl,xz,..-;xTN) $ (%1, %r-N) € Crog,

X(T-1)N+n = F(T-1N+n¥n form=1,...,N}.

The code C7 has a length of T'- N symbols, and rate 1/(3T). We refer to T as repetition
parameter.

Note that, this code construction is inherently rate-adaptive since in the construction
of the last code C7 from Cy_; we can add as many multiplicative repetition symbols as
we wish, obviously between 1 and N. Hence, from a code Cr_; with codewords of length
(T —1)N symbols we can construct a code Cy with codewords of length from (7 - 1)N +1
to TN symbols, resulting in a code of rate 1/3(T — 1) <R < 1/3T.

2.3 Non-binary LDPC decoding algorithm

In this section we describe a belief propagation algorithm for efficiently decoding mul-
tiplicatively repeated non-binary LDPC codes.? The algorithm is adapted to the source
coding problem with side information studied by Slepian and Wolf [54], that more accu-

rately describes the problem of correcting disparities between correlated sources—also

31t is well-known that a belief propagation algorithm would produce the exact posterior probabilities of all the symbols
after a number of iterations, that is, optimum decoding, but only if the Tanner graph contains no cycles [53].
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known as information reconciliation or simply reconciliation in the context of secret-key

agreement.

Source coding with side information: Let x and y be two correlated strings of length N
(that is, two strings of symbols, or equivalently, two bit strings of length Np) belonging to
Alice and Bob, respectively, that is, these strings are realizations of the correlated sources
X and Y. The encoder computes the syndrome z of his string x, that is, z = Hx (where H
is the parity-check matrix of a given linear code), and sends it to the decoder through a
noiseless channel. Then the decoder, given the coset index z (the syndrome of x), look for
the sequence in the coset C, that is closest to y, where the coset C, is a set that includes all
strings of length N with z syndrome, that is, C, = {x : Hx = z}. For further information see
the Wyner’s binning scheme [55], or the modified decoding algorithm for binary LDPC
codes proposed by Liveris [56].

In the scenario presented above Alice is the encoder and Bob the decoder, then if Alice
is also the emitter of quantum states and Bob the receiver we say that the parties perform
direct reconciliation. Otherwise, that is, when the emitter and encoder are on different
sides, we consider it as reverse reconciliation. To switch from one scheme to another we
just need to exchange the roles (encoder and decoder).

Note that, in the following we will consider the decoding of a multiplicatively repeated
non-binary LDPC code over GF(2”) of length N symbols. Therefore, each sequence of p
bits represents the binary polynomial corresponding to an element of the finite field
GF(2?), that is, a symbol.

Decoding algorithm: Let N'(m) be the set of indexes of symbol nodes adjacent to the
check node z,,, and let M(n) be the set of indexes of check nodes adjacent to the sym-
bol node x,,, that is, N'(m) = {n : h,,, # 0} and M(n) = {m : h,,, # 0}, respectively, where
H = (h,,,) is the parity-check matrix of a given linear code. An iterative decoding (belief
propagation based) algorithm for non-binary LDPC codes, such as in the binary case, is
a message-passing algorithm where probabilities are propagated along the edges of the
Tanner graph associated with the parity-check matrix H. The algorithm consists mainly
of two alternating steps. On each iteration ¢, first messages i) are exchanged from check
to symbols nodes, and later messages qo are exchanged from symbol to check nodes. Fig-
ure 3 depicts how these messages are iteratively updated using extrinsic information, that
is, probabilities obtained in a previous iteration from other neighboring nodes. Both steps
are repeated until all of symbol values are known (that is, all the parity-check constraints

are satisfied), or a maximum number of decoding iterations is reached.

Step 1. Initialization: Let X, and Y,, be the random variables of the #-th transmitted and
received symbols, respectively, and let y, be n-th received symbol, that is, the channel
output of the n-th transmitted symbol. For each symbol node x,, in the mother code C;,
with n =1,...,N, we calculate 27 prior probabilities, that is, the a priori probability of

symbol x,, being «:

P) =Pr(X, = alY, =y,), VaeGF(2P).
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Figure 3 Iterative decoding messages (probabilities) n’ENg(cml)\{n}
propagated along the edges of a Tanner graph. T Tn =
Messages gmn(a) for all @ € GF(2P) are exchanged
from symbol to check nodes, that is, the probability / (0
that symbol x, = & given the information obtained gy T /\7£,?n Tﬁg;rl)\ G
from other checks (Left). Messages ryn () for all

o € GF(2P) are exchanged from check to symbol

nodes, that is, the probability of check z,, being #m L, G “m
satisfied if symbol x, = a given the information mEMm\m}
obtained from other symbols (Right). Note that,
messages or probabilities in iteration £ + 1 are calculated from the messages exchanged in the previous
iteration £

In order to calculate the a priori probability of each symbol node %, in the mother code
C; we have to consider also the a priori probabilities of the multiplicative repetition sym-
bols %y, of x,, given the check constraints xu,, = Fgvenxy, fort=1,..., T — 1.

Then, each symbol node x, initially sends the message qigl, = pﬁ,o) to its adjacent check

nodes z,,, for all m € M(n), that is:
g9 (@) = pO(a), Yo e GF(2P).

Note also that, messages reaching symbol nodes of degree one or degree two check
nodes do not participate in messages that are sent back from these nodes (see Fig. 3).
Therefore, in a multiplicatively repeated non-binary LDPC code the decoder does not
need to propagate messages either to those symbol nodes of degree one or to their adja-
cent check nodes of degree two (see the upper part of the Tanner graph in Figs. 1 and 2).
Consequently, in the following steps 2 and 3 (that is, in the message-passing part of the
algorithm), for decoding we only consider the lower part of the graphs, that is, the mother
code Cj.

Step 2. Messages from checks to symbols: Each check node z,, has incoming messages
q% received in the iteration ¢ from its adjacent symbol nodes x,, for all n € N'(m). In
the subsequent iteration, we calculate the messages sent back from the check node to its
neighboring nodes, 7\ ", but only using extrinsic information, that is, the message sent
back from the check node z,, to the symbol node «, is calculated using only the incoming
messages from other edges, that is q%/ with #' e N(m) \ {n}.
Therefore, we compute? first:
3o () =g\ (o), Vo e GF(2P)

mn

and then

by = Q) 79(@), YaeGF2)
n eN (m)\{n}

4Note that, for convenience instead of computing f(x) = h™' (x) we could use f(h(x)) = x.

Page 8 of 23
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where ¢; ® ¢ is a convolution of g; and ¢, that is:

@®@p)@)= Y qler)ga(es), VaeGF).
a1,ap€GF(2P)

a=a]+ag

This is the most complex part of the decoding. However, the convolution can be effi-
ciently calculated in the frequency domain using the Fourier transform over finite fields.
This transform can be easily computed when the Galois field GF(g) is a binary extension
field with order g = 27, The decoding of non-binary LDPC codes is then optimized us-
ing for instance the p-dimensional Walsh-Hadamard transform as proposed in [38, 57].
By applying the Walsh-Hadamard transform JW{-} the discrete convolution turns into a
multiplication as follows:

WELD@Y =[] W@ @) Yo eGE).
n eN (m)\{n}

Moreover, since the Hadamard transform coincides with its inverse, it follows:

FeD@ =W [ Wigh @}, YaeGE).
n' e N (m)\{n}

Note that, both the input and output of the Walsh-Hadamard transform are 2” dimen-
sional real-valued vectors. Then, by W({f(«)} we denote the result of applying the Walsh-
Hadamard transform over the 27 values of the function f(«), with « € GF(2?), but con-
sidering only the component of the output vector that corresponds to the input f(«) for a
given «. This can be efficiently implemented via the fast Walsh-Hadamard transform.

Finally, each check node z,, sends the message rﬁﬁzl) to the symbol node x, for all n €
N (m) that is calculated as follows:

ro0 () = 7D (@), Va € GE(2).

Note that, this is the channel coding version of the decoding algorithm, that is, when the
transmitted message is always a codeword with zero syndrome. For the source coding with
side information problem, the decoder look for the closest word with a given syndrome z
(the syndrome of x), and thus the decoding is calculated as follows:

FOD () = 7D (0 — 2,), Yo € GR(2P).

Step 3. Messages from symbols to checks: Each symbol node x,, has incoming messages
) (computed in step 2) received from its adjacent check nodes z,,, for all m € M(n).
Then, messages gV are sent back from the symbol node x,, to its neighboring nodes,
again only using extrinsic information, that is, the message sent back from the symbol
node x, to the check node z,, is calculated using only the incoming messages from other

edges, that is rﬁﬁfnl) with m' € M(n) \ {m}, as follows:

qal@ =BupO@)  []  rii (@), Vo eGR)
m' e M(n)\{n}



Martinez-Mateo and Elkouss EPJ Quantum Technology (2025) 12:71 Page 10 of 23

where B, is a normalizing factor such that messages q(,ﬁf)(a) are probabilities, that is, 8,,
is chosen such that:

3 P =1

acGF(27)

Step 4. Tentative decision: Finally, for each symbol node in the mother code C; we cal-
culate an estimation of the a posteriori probability of symbol x, being o, withn =1,...,N,
as follows:

@) =pY) l_[ 1" (@), VaeGF@P).
m' e M(n)

We make then a tentative decision for the value of each symbol x, based on the highest
probability:

&)= max {p, (@)}

Multiplicative repetition symbols x;y,, of x,, for each n =1,...,N, are then calculated
with the newly obtained value &0 of symbol x,, and using the parity-check constraints
XeNan = FiNenkp, forall £=1,..., T — 1.

Once we have an estimate of the values for all symbols, X, we may calculate all the parity-
check constraints to verify if they are satisfied (syndrome validation), that is, for the source
coding with side information problem we verify if the received syndrome z equals Hx. In
such a case the algorithm concludes with successful decoding. Otherwise, the decoding
algorithm continues iteratively, repeating steps 2 to 4, until the parity-check constraints
are satisfied or a maximum number of iterations is reached without successful decoding.
Note, however, that sometimes (typically in hardware implementations) the decoding al-
gorithm continues iteratively without verifying whether the constraints are satisfied, that
is, without a syndrome validation step. In that case the algorithm concludes after a given
number of decoding iterations.

Compared to the decoding of binary LDPC codes, non-binary LDPC decoding demands
a high computational complexity in the check-node processing (that is, when computing
the messages from checks to symbols in Step 2 of the decoding algorithm) and requires
a large amount of memory to store the messages exchanged in each iteration. However,
there are several proposals in the literature to reduce both computational complexity and
memory requirement.

Recent hardware (HW) implementations of non-binary LDPC codes for CV-QKD [58]
suggest that the constructions discussed here should similarly be amenable to HW. Let us
review in more detail the state-of-the-art to understand where the challenges may lie. In
[32] there are summarized multiple HW implementations (in FPGA and ASIC architec-
tures) of non-binary LDPC decoders. Some of these also consider the sum-product algo-
rithm here described, over finite fields of order 28, and with block-lengths of up to 1024
symbols and rate one half. We instead require codes of rate 1/3, with less computational
complexity. However, to the best of the authors’ knowledge, there are no hardware imple-
mentations of non-binary LDPC codes over finite fields of higher orders. In particular, its
implementation over a finite field of order 2!° remains open.
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Table 1 Multi-edge type LDPC ensembles

R Vm m Wm m
0.01 0.012 2 95 0 0.004 4 0 0
0.009 3 95 0 0.007 5 0 0
0.979 0 0 1 0.942 0 2 1
0.037 0 3 1
0.015 0.028 2 53 0 0.005 3 0 0
0.009 3 53 0 0.017 4 0 0
0.963 0 0 1 0.928 0 2 1
0.035 0 3 1
0.02 0.031 2 45 0 0.019 4 0 0
0.013 3 45 0 0.005 5 0 0
0.956 0 0 1 0.888 0 2 1
0.068 0 3 1
0.03 0.017 2 58 0 0011 9 0 0
0.025 3 58 0 0.001 10 0 0
0.958 0 0 1 0438 0 2 1
0.52 0 3 1
0.04 0.027 2 44 0 0.015 9 0 0
0.029 3 44 0 0.001 6 0 0
0.944 0 0 1 0.368 0 2 1
0.576 0 3 1

3 Results

Comprehensive simulations were performed to analyze the performance and efficiency of
multiplicatively repeated non-binary LDPC codes, and such results are initially presented
in Sect. 3.1. Next, we verified that these codes are efficient enough to exchange secret-
keys over long distances using a CV-QKD protocol, and secret-key rates are then given in
Sect. 3.2.

3.1 Performance and reconciliation efficiency

In this section we study the performance and efficiency of multiplicatively repeated non-
binary LDPC codes for correcting errors at very low SNRs, and compare these codes to
other similar proposals in the literature. Simulations were performed over the binary input
additive white Gaussian noise (BIAWGN) channel, as it is commonly used in prior work
[14-16, 19, 22-26, 59]. This is a good model that approximates well, though not exactly,
the correlations between input and output [60]. This channel is also the correct model for
binary modulated CV-QKD [61]. Although we could perform a similar analysis for this
protocol, to avoid being repetitive, we focused on the application to Gaussian modulated
CV-QKD.

First, we have simulated the performance of low-rate multi-edge type LDPC codes pro-
posed in [48]. We designed ensembles of irregular multi-edge type LDPC codes using a
modified version of the differential evolution algorithm described in [62]. The designed
codes (see Table 1) have thresholds similar to others published in the literature. Thresh-
olds were computed using a modified version of the discretized density evolution algo-
rithm described in [41]. Both, differential and density evolution were modified according
to the suggestions given in [48, 63], where the authors describe how the analysis for stan-
dard LDPC codes given in [36, 40] extends to multi-edge type LDPC codes. Then, we

constructed instances of the code ensembles given in Table 1 using a modified progres-
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Figure 4 Performance (that is, frame error rate as a function of signal-to-noise ratio) of low-rate multi-edge
type LDPC codes over the BIAWGN channel, for several code rates R and code lengths N in bits

sive edge-growth algorithm [64]. Code lengths of 10* and 10° bits were chosen.” Numer-
ical results were finally computed using iterative LDPC decoding. For decoding we used
a sum-product algorithm with serial schedule and a maximum of 50 decoding iterations
(that is, after each iteration we make a tentative decision and syndrome validation, thus
the algorithm stops assuming that decoding was successful if the syndrome is satisfied or
the maximum number of decoding iterations is reached). Figure 4 shows the performance
of these codes over the BLAWGN channel. For the codes of 10° bits length, simulations
were also performed increasing the maximum number of decoding iterations to 200, but
however, as shown, the performance does not improve significantly.

Next, we have simulated the performance of multiplicatively repeated non-binary LDPC
codes. We considered as mother code C; a (2,3)-regular non-binary LDPC code over
GF(21°) of rate 1/3. From such a code we constructed multiplicatively repeated codes of
lower rates 1/30, 1/45, 1/60, and 1/90, as described in Sect. 2.2. For the mother code two
code lengths of N = 10% and 10* symbols, were considered. Given that each element of
the finite field is represented by a binary polynomial of degree less than or equal to 9
(that is, a polynomial with 10 binary coefficients or 10-bit string), we are using 10 bits
per symbol. Thus, the lengths considered for the mother codes equal the lengths in bits
previously considered for multi-edge type LDPC codes. Note that, the length of a mul-
tiplicatively repeated code actually depends on the repetition parameter 7, that is, the
actual number of symbols or codeword length is NT. However, as we already argued in
Sect. 2.3, multiplicative repetition symbols do not contribute to the messages computed
in the message-passing part of the decoding algorithm. Therefore, for the sake of con-
venience, in the following when we refer to the length of multiplicatively repeated non-
binary LDPC codes we consider the length N of the mother code (instead of the actual
but unrealistic code length NT'). Numerical results were computed using iterative LDPC

5Note that, the code lengths here chosen are relatively short compared to the lengths considered in most proposals using
multi-edge type LDPC codes in CV-QKD. For instance, a code length of 2?° bits was considered in [14], a length of 10°
bits were used in [17, 21, 23], and 1.024 x 10° bits length in [19].
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channel, for several code rates R and code lengths N in symbols

decoding. For decoding we used the sum-product algorithm described in Sect. 2.3 with a
maximum of 50 decoding iterations (again, making a tentative decision and verifying the
syndrome after each iteration). Figure 5 shows the performance of these multiplicatively
repeated non-binary LDPC codes over the BIAWGN channel. As shown, it is noteworthy
that the performance of shorter codes, of 10% symbol lengths, is almost as good as that of
longer codes. For the codes of 10* symbols length, simulations were also performed in-
creasing the maximum number of decoding iterations to 200. As shown, unlike multi-edge
type LDPC codes, the number of iterations plays a determining role for multiplicatively
repeated non-binary LDPC codes. This behavior is depicted in Fig. 5, where a circle marks
the performance (at a frame error rate of 1071) of the code of rate R = 1/30 considering
different code lengths and decoding iterations. In summary, to improve the performance
(and consequently the efficiency) of these codes, it is necessary to increase both the code
length (as usual) and the maximum number of decoding iterations.

In the following we study and compare the efficiency of multiplicatively repeated non-
binary LDPC codes with other proposals, but let us first see how we calculate it. Let R be
the rate of the code used for correcting errors, then the reconciliation efficiency in CV-
QKD, denoted by B, is calculated as follows:

p-2 (M)

where C is the channel capacity, that is, here the capacity of the BLAWGN channel. Hence,
the channel capacity and therefore also the efficiency are functions of SNR. Note that, for
small SNR values s the capacity of the BILAWGN channel is well approximated by that of
the AWGN channel, given by C = % log,(1 +5).

Table 2 shows the reconciliation efficiencies, g, for the multi-edge type LDPC and mul-
tiplicatively repeated non-binary LDPC codes simulated in Figs. 4 and 5, respectively.
A number of significant cases were chosen for several code rates R, code lengths N, and

maximum number of decoding iterations (iters). In the case of multi-edge type LDPC
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Table 2 Information reconciliation efficiencies

Multi-edge type Multiplicatively repeated
R N iters B R N iters B
001 10° 50 0.8475 00111 103 200 0.8732
001 10° 200 0875 00111 10 200 0.9079
0015 10° 50 0.8647 00166 103 200 0.876
0015 10° 200 0871 00166 10* 200 0.9087
0.02 10° 50 0.8793 0.0222 103 200 0.8775
0.02 10° 200 0.8911 0.0222 10* 200 0.9092
0.03 10° 50 0.894 0.0333 103 200 0.8781
0.03 10° 200 0.898 0.0333 10* 200 0.9112
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Figure 6 Reconciliation efficiency of multiplicatively repeated non-binary LDPC codes over GF(2'0).
Efficiency was computed considering a target FER of 107

codes were only considered larger code lengths of 10° bits, but results are compared for a
maximum of 50 and 200 decoding iterations. For the multiplicatively repeated non-binary
LDPC codes were considered both code lengths, 10* and 10* symbols, but only a maxi-
mum of 200 decoding iterations. Efficiencies were calculated for a target frame error rate
(FER) of 107! as suggested in [7], that is, given a code of rate R we first compute the SNR
for which the code works at a FER of 107!, then we calculate the channel capacity C and
efficiency B using equation (1) with the obtained SNR. As shown in Table 2, multiplica-
tively repeated non-binary LDPC (even when using short block-length) codes outperform
multi-edge type LDPC codes, but the maximum number of decoding iterations is a deter-
mining parameter, since, while multi-edge type LDPC codes do not substantially improve
the efficiency with larger decoding iterations, this is not the case with multiplicatively re-
peated non-binary LDPC codes. A comprehensive analysis of this behavior was performed
below.

Figure 6 shows the reconciliation efficiency of multiplicatively repeated non-binary
LDPC codes over GF(2!°) as a function of the repetition parameter 7. As shown, the ef-
ficiency gradually decreases at the beginning, that is with 2 < T' < 10, but surprisingly
remains almost constant for higher values of the repetition parameter, that is for 7' > 20.

Therefore, low-rate and very low-rate codes are almost equally efficient. It is notewor-
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thy that extremely low-rate codes, that is, codes of rates R = 1/300, R = 1/600 and up to
R =1/900, with length 10* symbols, have an efficiency above 90%. Furthermore, for very
low-rate codes, that is R < 0.02, the efficiency of codes of length 10 symbols is even better
than the efficiency of multi-edge type LDPC codes of length 10°, as reported in Table 2.
Note also that, to better understand the significance of the number of decoding iterations,
the figure shows simulation results for a maximum of 50 (dashed line) and 200 (solid line)
iterations.

In the figure, we also show the fundamental limits on the efficiency when reconciling
errors using multiplicatively repeated non-binary LDPC codes over GF(2!°) with a mother
code of lengths N = 10% and N = 10%. We used recent results in non-asymptotic classical
information theory [65] for upper bounding the reconciliation efficiency in CV-QKD with
only one-way communications. These results were adapted to calculate the efficiency 8 as
given in Eq. (1):

Bmeoy=1- YO o )
1-h(o)

where 7 is the length of the code (in bits), € is the frame error rate, and o is the signal-

to-noise ratio. On the other hand, ®(-) is the cumulative standard normal distribution,

h(o) = 1 - C is the conditional entropy, and v(c) = e(c) — h(c')? is the conditional entropy

variance, where:

Fry(x,y) = ,/%ew-"m, FrO) = fr(Ly) + fer(=1,9),

00 1 1
C=- /_Oofy(y)longy(y)dy + 5 log, (i) ~ 5 log(1+0),
and
00 1, 2
do)=2 /_wf”(l’y ) (l"ng)?y((y)y)) @

Note that each point in the figure corresponds to the efficiency of a multiplicatively re-
peated non-binary LDPC code for a given repetition parameter T, where each symbol
of the mother code is then multiplicatively repeated T times, thus expanding the code-
word length to NT symbols. Given that we are using 10 bits per symbol, the length of
the equivalent binary code is # = 10NT bits. Furthermore, for each T value we consider
the signal-to-noise ratio o at which the efficiency shown was achieved. Finally, taking into
account that efficiencies were calculated for a target frame error rate of € = 107!, we may
obtain an upper bound for the reconciliation efficiency given by B(#n,¢,0).

For a constant block-length code, this upper bound on the reconciliation efficiency is
a monotonically decreasing function for decreasing signal-to-noise ratios. However, both
the fundamental limits and reconciliation efficiencies shown remain constant. This behav-
ior occurs because, as the repetition parameter increases, more symbol nodes are multi-
plicatively repeated, thereby increasing the effective length # (in bits) of the reconciled
string.

Figure 7 shows again the performance of multiplicatively repeated non-binary LDPC
codes but now for ultra-low rates, up to R = 0.00111 (that is, with repetition parameter
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T = 300). The mother codes C; used are the same as for Fig. 5, that is, a (2, 3)-regular non-
binary LDPC code over GF(2!°) of rate 1/3 and lengths of 10® and 10* symbols. How-
ever, in this case simulations were performed only considering 200 decoding iterations
maximum. The figure shows the performance of those codes with lowest code rates that
perform well over the BIAWGN channel (as confirmed in Fig. 6).

Finally, we analyze the relationship between the efficiency and the order of the Ga-
lois field used in the construction and decoding of multiplicatively repeated non-binary
LDPC codes. Figure 8 reports the reconciliation efficiency of multiplicatively repeated
non-binary LDPC codes over different Galois fields GF(q) being a binary extension field
with order g = 2. For all the codes the repetition parameter is 7 = 15, hence the code

rate is R = 1/45. However, different code length N were chosen such that the mother code
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lengths in bits are Np = 1.2 x 10* and Np = 1.2 x 10°. As shown, as the order of the Galois
fields increases, the efficiency also improves. Therefore, high orders are also a necessary
condition to achieve good performance and reconciliation efficiency using the proposed
codes. Again, as in the previous figure, results are shown for a maximum of 50 (dashed
line) and 200 (solid line) decoding iterations.

3.2 Secret-key rate
The asymptotic secret-key rate for collective attacks of a CV-QKD protocol using reverse
reconciliation is given by K = BIsp — xpe, where Ixp is the mutual information between Al-
ice and Bob (emitter/decoder and receiver/encoder, respectively), xg is the Holevo bound
on the information leaked to the eavesdropper Eve (that is, the maximum information she
may have access to) for reverse reconciliation [66], and B is the reconciliation efficiency.
This efficiency gives a fraction of the raw keys shared by Alice and Bob after the recon-
ciliation procedure, that is, the length nS1xp of the reconciled bit strings that the parties
are left with. Good efficiency values are then necessary to achieve high secret-key rates
over long distances, but there are also other parameters that need to be considered, such
as FER, since both efficiency and FER are correlated as shown in Sect. 3.1.

In the finite-size scenario, that is, when considering finite-size effects (mainly in the
parameter estimation procedure) the secret-key rate is then given by [67]

K= %(1 — F)(BIap - xBE — A()), 3)

where # is the length of the raw key (a reconciled and therefore common bit string) used
in the privacy amplification procedure, N is the number of exchanged signals (thus, N —
n signals are used for parameter estimation), F is the reconciliation FER, and A(#n) is a
function related to the security of privacy amplification in the finite-size regime. When
n > 10* this function is essentially determined by [67]

An) =7,/ %,

where € is a smoothing parameter.

Figure 9 shows the finite-size secret-key rate as a function of the signal-to-noise ratio for
several transmission distances L = 20, L =50, L = 100, L = 125 and L = 150, and different
reconciliation efficiencies 8 = 0.87, 8 = 0.9 and S = 0.92. Efficiencies 8 = 0.87 and 8 = 0.9
correspond to multiplicatively repeated non-binary LDPC codes of length 10% and 10%
respectively, over GF(21°), as reported in Table 2. An efficiency of 8 = 0.92 corresponds
to multiplicatively repeated non-binary LDPC codes of length 10* over GF(2!2). For the
secret-key rate calculation, the quantum channel and CV-QKD devices were characterized
using common parameters previously published in the literature [22, 23, 59, 66]. Hence, we
assume the standard loss of a single-mode optical fiber of & = 0.2 dB/km, a constant excess
channel noise of ¢ = 0.005 (in shot noise units), and Bob’s homodyne detector efficiency
of n = 0.606, with electronic noise V; = 0.041 (in shot noise units). Alice’s modulation
variance V) (in shot noise units) is considered within the interval [1,100] and optimized
at each transmission distance to maximize the secret-key rate. Furthermore, as suggested
in [23, 67] we have also considered a raw key length of # = 10'2 bits with N = 2#, and a
conservative choice for the security parameter € = 1071°.
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Figure 10 Secret-key rate for collective attacks with respect to the distance

Finally, Fig. 10 shows the finite-size secret-key rate with respect to the transmission dis-
tance using the optimal SNR values for each distance, as calculated for Fig. 9. We have
considered the performance and efficiency of multiplicatively repeated non-binary LDPC
codes over GF(2!?) of lengths N = 10% symbols (long-dashed lines) and N = 10* symbols
(solid lines), that is, as previously reported in Table 2, we considered the reconciliation
efficiencies of 8 = 0.87 and B = 0.90, respectively, with a FER of 107L. As shown, the max-
imum achievable distance of a CV-QKD protocol using the proposed codes is around
158 km with a multiplicatively repeated non-binary LDPC code over GF(2!?) of 103 sym-
bols length, and around 165 km with a code of 10* symbols length, in both cases with
a FER of F = 107!. Additionally, we have also considered an efficiency of 8 = 0.925 and
B = 0.935, which are achieved at a higher FER of 80%, both for the codes of length 10*

symbols and 10® symbols, respectively. The maximum distance is then slightly increased
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Figure 11 Performance of multiplicatively repeated non-binary LDPC codes for several code lengths N, and
secret-key rate for collective attacks with respect to the distance using short block-length codes

to approximately 169.4 km using the code of length 10* symbols, and 171.7 km using the
code of length 103 symbols.

Regarding the performance of error-correcting codes in the high FER region, in coding
theory it is well known that in this region there is an SNR value at which codes of differ-
ent block-lengths have the same performance. Then, on the one hand, for higher SNRs
the performance of long codes is much better than that of short ones. On the other hand,
however, for lower SNRs the performance of short block-length codes is better. This be-
havior is shown in Fig. 11 (although this can also be seen in Figs. 4, 5 and 7). According
to this behavior, it is interesting to study how short block-length codes can help to in-
crease the maximum distance at which a key can be securely exchanged and reconciled.
Indeed, Fig. 11 also shows that for short codes there is still a range of SNRs for which it is
still possible to exchange secret-keys, and thus increase the maximum secure distance of
a CV-QKD protocol.

In addition, to make this proposal comparable to other results reported in the literature,
we included an additional figure. Figure 12 shows the secret-key rate again for collective
attacks and the finite-size case, but considering the transmission over an ultra-low loss
fiber with attenuation of & = 0.16 dB/km, such as in [18]. The secret-key rate was calcu-
lated considering the same codes, their performance and efficiency, as in Figs. 10 and 11.

4 Conclusions

Multiplicatively repeated non-binary LDPC codes over a finite field of characteristic two
were considered for correcting errors in the low SNR regime. These codes are of particular
interest for information reconciliation in CV-QKD, since they outperform multi-edge type
LDPC codes that were thought to be the best method for low-rate coding. The construc-
tion of these codes is very simple, and there is no need to design codes of different rates.
Only a regular non-binary LDPC code, used as mother code, is required. Lower rate codes
are then constructed from this mother code. They are also inherently rate-adaptive, which
allows for an improved reconciliation efficiency when the channel parameter is estimated,
as is the case with QKD. Furthermore, it has been shown that these codes perform well
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Figure 12 Secret-key rate for collective attacks with respect to the distance using an ultra-low loss fiber

even for short code lengths, and decoding has also been shown to perform with almost
the same computational complexity as that of the mother code, thus making them suit-
able for hardware implementations. The only comparative drawback is the larger number
of decoding iterations needed to ensure good efficiency.

As shown, the proposed codes are able to distill secret-keys from a single mother code
of short and intermediate block-length, that by multiplicatively repeating symbols spans
nearly the whole SNR range, that is, most distances. Additionally, very short block-length
codes working in the high FER regime can likewise be used to distill secret-keys particu-
larly for longer distances.
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